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(57) ABSTRACT

An access request including a client address for data is
received. A metadata server determines a mapping between
the client address and storage unit identifiers for the data.
Each of the one or more storage unit identifiers uniquely
identifies content of a storage unit and the metadata server
stores mappings on storage unit identifiers that are referenced
by client addresses. The one or more storage unit identifiers
are sent to one or more block servers. The one or more block
servers service the request using the one or more storage unit
identifiers where the one or more block servers store infor-
mation on where a storage unit is stored on a block server for
a storage unit identifier. Also, multiple client addresses asso-
ciated with a storage unit with a same storage unit identifier
are mapped to a single storage unit stored in a storage medium
for a block server.
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DISTRIBUTED DATA STORAGE SYSTEM
PROVIDING DE-DUPLICATION OF DATA
USING BLOCK IDENTIFIERS

CROSS REFERENCE TO RELATED
APPLICATIONS

[0001] The present disclosure claims priority to U.S. Pro-
visional App. No. 61/310,863 for “Space Efficient Distrib-
uted Data Storage System” filed Mar. 5, 2010, the contents of
which is incorporated herein by reference in their entirety.

BACKGROUND

[0002] Particular embodiments generally relate to a distrib-
uted data storage system.

[0003] A unit of data, such as a file or object, includes one
or more storage units (e.g., bytes), and can be stored and
retrieved from a storage medium. For example, disk drives in
storage systems are divided into logical blocks that are
addressed using logical block addresses (LBAs). The disk
drives use spinning disks where a read/write head is used to
read/write data to/from the drive. It is desirable to store an
entire file in a contiguous range of addresses on the spinning
disk. For example, the file may be divided into blocks or
extents of a fixed size. Each block of the file may be stored in
a contiguous section of the spinning disk. The file is then
accessed using an offset and length of the file. The contiguous
range of addresses is used because disks are good at sequen-
tial access, but suffer performance degradation when random
access to different non-contiguous locations is needed.
[0004] Storage systems typically do not have a mechanism
to minimize the amount of storage used when duplicate cop-
ies of data are stored. Duplicate data may occur at different
locations within a single file or between different independent
files all in the same file system. However, because clients
store data based on addresses in the storage medium, dupli-
cate data is typically stored. For example, a first client stores
a first file in a first range of addresses and a second client
stores a second file in a second range of addresses. Even if
duplicate data is found in the first file and the second file,
storage systems prefer to store the first file and the second file
in separate contiguous locations so that the data for either file
can be accessed sequentially.

[0005] Somestorage systems, such as a write-anywhere file
layout (WAFL), a logical volume manager (LVM), or new
technology file system (NTFS), allow multiple objects to
refer to the same blocks through a tree structure to allow for
efficient storage of previous versions. For example, a snap-
shot feature may eliminate some duplicate data caused by
multiple versions of the same file, but this is only to the extent
that different versions are created and controlled by the file
system itself

[0006] Some data storage systems can identify and elimi-
nate duplicate copies of data within or between files. How-
ever, these systems typically deal with monolithic systems.
For example, the elimination may occur on a single computer
system.

SUMMARY

[0007] In one embodiment, a method is provided for
accessing data that includes one or more storage units. An
access request for data is received. The access request
includes a client address for the data. A metadata server
determines a mapping between the client address and one or
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more storage unit identifiers for the data. Each of the one or
more storage unit identifiers uniquely identifies content of a
storage unit and the metadata server stores mappings on stor-
age unit identifiers that are referenced by client addresses.
The one or more storage unit identifiers are sent to one or
more block servers. The one or more block servers service the
request using the one or more storage unit identifiers where
the one or more block servers store information on where a
storage unit is stored on a block server for a storage unit
identifier. Also, multiple client addresses associated with a
storage unit with a same storage unit identifier are mapped to
a single storage unit stored in a storage medium for a block
server.

[0008] In one embodiment, the access request is a write
request. The method further includes determining a block
server in the one or more block servers based on a storage unit
identifier in the one or more storage unit identifiers, wherein
different block servers are associated with different ranges of
storage unit identifiers and sending the storage unit identifier
and the storage unit to the block server associated with the
storage unit identifier.

[0009] In one embodiment, the access request is a read
request. The method further includes:

[0010] determining a storage unit identifier in the one or
more storage unit identifiers for a storage unit in the one or
more storage units; determining a block server in the one or
more block servers that is storing the storage unit based on the
storage unit identifier, wherein different block servers are
associated with different ranges of storage unit identifiers;
and sending the read request with the storage unit identifier to
the determined block server.

[0011] In one embodiment, the data includes a plurality of
storage units associated with the client address and the plu-
rality of storage units are stored in a non-contiguous address
space on a plurality of block servers.

[0012] Inone embodiment, the storage medium includes a
solid state storage device.

[0013] In one embodiment, a non-transitory computer-
readable storage medium contains instructions for accessing
data that includes one or more storage units. The instructions
are for controlling a computer system to be operable to:
receive an access request for data, the access request includ-
ing a client address for the data; determine, by a metadata
server, a mapping between the client address and one or more
storage unit identifiers for the data, each of the one or more
storage unit identifiers uniquely identifying content of a stor-
age unit, wherein the metadata server stores mappings on
storage unit identifiers that are referenced by client addresses;
and send the one or more storage unit identifiers to one or
more block servers, the one or more block servers servicing
the request using the one or more storage unit identifiers,
wherein the one or more block servers store information on
where a storage unit is stored on a block server for a storage
unit identifier, wherein multiple client addresses associated
with a storage unit with a same storage unit identifier are
mapped to asingle storage unit stored in a storage medium for
a block server.

[0014] In one embodiment, a system includes a metadata
server configured to: store mappings on storage unit identifi-
ers that are referenced by client addresses; receive an access
request for data, the access request including a client address
for the data; and compute one or more storage unit identifiers
for the data, each of the one or more storage unit identifiers
uniquely identifying content of a storage unit. The system
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also includes a plurality of block servers wherein block serv-
ers are associated with different ranges of storage unit iden-
tifiers and store information on where a storage unit is stored
on a block server for a storage unit identifier, wherein each
block server is configured to: receive a storage unit in the one
ormore storage units if a storage unit identifier corresponds to
the range of storage unit identifiers associated with the block
server; and service the request using the received storage unit
identifier. Also, multiple client addresses associated with a
storage unit with a same storage unit identifier are mapped to
a single storage unit stored in a storage medium in a block
server.

[0015] The following detailed description and accompany-
ing drawings provide a better understanding of the nature and
advantages of the present invention.

BRIEF DESCRIPTION OF THE DRAWINGS

[0016] FIG.1 depicts a system fora distributed data storage
system according to one embodiment.

[0017] FIG. 2 depicts an example of metadata according to
one embodiment.

[0018] FIG. 3 depicts a more detailed example of the sys-
tem according to one embodiment.

[0019] FIG. 4a depicts a simplified flowchart of a method
for writing data at a metadata server according to one embodi-
ment.

[0020] FIG. 45 depicts a simplified flowchart for process-
ing a write request at a block server according to one embodi-
ment.

[0021] FIG. 5a depicts a simplified flowchart of a method
for processing a read request at the metadata server according
to one embodiment.

[0022] FIG. 55 depicts a simplified flowchart of a method
for processing a read request at the block server according to
one embodiment.

[0023] FIG. 6a depicts a simplified flowchart of a method
for computing a Bloom filter at the metadata server according
to one embodiment.

[0024] FIG. 64 depicts a simplified flowchart of a method
for processing a Bloom filter at the block server according to
one embodiment.

[0025] FIG. 7 depicts a more detailed example of the sys-
tem according to one embodiment.

DETAILED DESCRIPTION

[0026] Described herein are techniques for a distributed
data storage system. In the following description, for pur-
poses of explanation, numerous examples and specific details
are set forth in order to provide a thorough understanding of
embodiments of the present invention. Particular embodi-
ments as defined by the claims may include some or all of the
features in these examples alone or in combination with other
features described below, and may further include modifica-
tions and equivalents of the features and concepts described
herein.

Overview

[0027] FIG. 1 depicts a system 100 for a distributed data
storage system according to one embodiment. System 100
includes a client layer 102, a metadata layer 104, and a block
server layer 106.

[0028] Client layer 102 includes one or more clients 108a-
1087n. Metadata layer 104 includes one or more metadata

Sep. 8§, 2011

servers 110a-1107. Block server layer 106 includes one or
more block servers 112a-112#n. Although the parts of system
100 are shown as being logically separate, entities may be
combined in different fashions. For example, the functions of
any of the layers may be combined into a single process or
single machine (e.g., a computing device) and multiple func-
tions or all functions may exist on one machine or across
multiple machines. Also, when operating across multiple
machines, the machines may communicate using a network
interface, such as a local area network (LAN) or a wide area
network (WAN). In one embodiment, one or more metadata
servers 110 may be combined with one or more block servers
112 in a single machine. Entities in system 100 may be
virtualized entities. For example, multiple virtual block serv-
ers 112 may be included on a machine. Entities may also be
included in a cluster, where computing resources of the clus-
ter are virtualized such that the computing resources appear
as a single entity.

[0029] Clients 108 include client processes that may exist
on one or more physical machines. When the term “client
108 is used in the disclosure, the action being performed
may be performed by a client process. A client process is
responsible for storing, retrieving, and deleting data in system
100. A client process may address pieces of data depending
on the nature of the storage system and the format of the data
stored. For example, the client process may reference data
using a client address. The client address may take different
forms. For example, in a storage system that uses file storage,
client 108 may reference a particular volume or partition, and
a file name. With object storage, the client address may be a
unique object name. For block storage, the client address may
be a volume or partition, and a block address. Clients 108
communicate with metadata layer 104 using different proto-
cols, such as small computer system interface (SCSI), Inter-
net small computer system interface (ISCSI), fibre channel
(FC), common Internet file system (CIFS), network file sys-
tem (NFS), hypertext transfer protocol (HTTP), web-based
distributed authoring and versioning (WebDAV), or a custom
protocol.

[0030] Block servers 112 store data for clients 108. In one
embodiment, data may be broken up into one or more storage
units. Data may be segmented into data blocks. Data blocks
may be of a fixed size, may be initially a fixed size but
compressed, or may be of a variable size. Data blocks may
also be segmented based on the contextual content of the
block in a larger data string. Maintaining segmentation of the
blocks on a write (and corresponding re-assembly on a read)
may occurinclient layer 102 and/or metadata layer 104. Also,
compression may occur in client layer 102, metadata layer
104, and/or block server layer 106.

[0031] Inoneexample, data may be stored in a volume that
is referenced by client 108. A volume may be made up of one
or more volume slices. The data associated with the volume
includes a list of volume slices for that volume. A volume
slice is a list of blocks for a portion of a volume. A block is the
raw data for a volume and may be the smallest addressable
unit of data. In one embodiment, a data block may be referred
to as a storage unit. However, a storage unit may also refer to
other subsets of data. For discussion purposes, the term data
block will be used instead of a storage unit.

[0032] Block servers 112 store data on a storage medium.
The storage medium may include different medium formats.
For example, electromechanical disk storage or solid state
storage drive may be used. Electromechanical disk storage
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may include spinning disks that use movable read/write heads
to read/write to/from different locations of the spinning disks.
Inserting the read/write head at various random locations
results in slower data access than if data is read from a sequen-
tial location. A solid state storage drive uses a solid state
memory to store persistent data. Solid state drives use micro-
chips that store data in non-volatile memory chips and contain
no moving parts. Also, solid state drives can perform random
access and parallel reads/writes efficiently.

[0033] Data blocks may be stored in block server layer 106
based on unique block identifiers. A block identifier is an
identifier that is determined based on the content of the data
block. The block identifier is unique to that block of data. For
example, blocks with the same content have the same block
identifier, but blocks with different content have different
block identifiers. Block servers 112 maintain a mapping
between a block identifier and the location of the data block in
a storage medium of block server 112. As will be discussed in
more detail below, data blocks with the same block identifiers
are not stored multiple times on a block server 112 when
received in multiple client write requests.

[0034] Metadata layer 104 stores metadata that maps
between client layer 102 and block server layer 106. For
example, metadata servers 110 map between the client
addressing used by clients 108 (e.g., file names, object names,
block numbers, etc.) and block layer addressing (e.g., block
identifiers) used in block server layer 106. Clients 108 may
perform access based on client addresses. However, block
servers 112 do not store data based on client addresses.
Rather, as will be discussed in more detail below, block serv-
ers 112 store data based on unique block identifiers for the
data.

[0035] FIG. 2 depicts an example of metadata according to
one embodiment. At 200, the metadata includes a client
address 202 and block identifiers 204. Client address 202 is
the address referenced by client to perform access to data. For
example, when clients want to read, write, or delete data, the
client address for that data is used. The client address refer-
ences the address in which client 102 thinks the data is stored
in block server layer 106.

[0036] The client address may use different formats. For
example, client address 202 may reference a particular vol-
ume or partition, and a file name. With object storage, client
address 202 may be a unique object name. For block storage,
client address 202 may include a volume or partition, and a
block address.

[0037] At 204, an example of metadata for file-oriented
storage is shown. A file name 206 is the name of a file. A list
of block identifiers 208 is then associated with file name 206.
The block identifiers may be hexadecimal numbers, but other
representations may be used. Additional metadata may also
be included, such as inode numbers, directory pointers, modi-
fication dates, file size, etc. Block identifiers are identifiers
that uniquely identify the data of the file. For example, each
block identifier uniquely identifies a data block in the file.
[0038] At210, metadata forablock-based system is shown.
A volume name 212 is the name of the volume. A list of blocks
214 identifies blocks in the volume using block addresses.
Also, a list of block identifiers 208 is associated with the lists
of'blocks 214. The client address in this case may be a volume
name 212 and one or more block addresses in lists of blocks
214.

[0039] FIG. 3 depicts a more detailed example of system
100 according to one embodiment. FIG. 3 shows how data is
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stored in system 100. A client 108a (client 1) and a client 1085
(client 2) may both wish to read and/or write data. For
example, client 1 may wish to write data to a volume ata client
address 1. For example, client address 1 may be a target name
of the volume and a list of block identifiers (logical block
addresses). The data that client 1 wishes to write includes data
blocks A F, K, and L.

[0040] Client 2 may wish to write data at client address 2.
For example, client address 2 may reference a different vol-
ume than client address 1 and a different list of block identi-
fiers. Other formats of client addressing may also be used. For
discussion purposes, client address 1 and client address 2 are
used to reference the respective data blocks and data block
identifiers. The data that client 2 wishes to write may include
data blocks F, K, B, and A.

[0041] Accordingly, data blocks A, F, and K are duplicates
between the data that client 1 and client 2 wish to write.

[0042] Metadata layer 104 is shown as including metadata
server 110a (metadata server 1) and metadata server 1105
(metadata server 2). Different metadata servers may be asso-
ciated with different client addresses. For example, different
metadata servers 110 may manage different volumes of data.
In this example, metadata server 1 is designated as handling
client address 1 and metadata server 2 is designated as han-
dling client address 2.

[0043] For each client address, a list of block identifiers is
stored. The block identifiers represent data blocks associated
with the client address. For example, for client address 1, the
block identifiers of block ID A, block ID F, block ID K, and
block ID L are stored and associated with client address 1.
Each block identifier is associated with a block of data. Simi-
larly, in metadata server 2, client address 2 is associated with
block IDs F, K, B, and A.

[0044] Block server layer 106 includes block servers 112a,
1124, and 112¢ (block servers 1, 2, 3, respectively). In one
embodiment, block servers 112 are assigned to different
ranges of block identifiers. For example, block server 1 is
assigned to store data for block identifiers

[0045] A-E, block server 2 stores data for block identifiers
F-J, and block server 3 stores data for block identifiers K-O.
In this case, data for a client address may not be stored in
sequential locations on a storage medium in a single block
server 112. Rather, the data is stored based on the block
identifier determined for data.

[0046] Block server 1 stores data for block identifier A and
block identifier B. Block server 1 maintains a mapping
between the block identifier and the location on the storage
medium where the data associated with block identifier A is
stored. For example, block identifier A is mapped to a location
1 where data for block identifier A is stored on block server 1
and block identifier B is mapped to alocation 2 where data for
block identifier B is stored on block server 1. Also, block
server 2 stores data for block identifier F inlocation 3 on block
server 2, and block server 3 stores data for block identifiers K
and L in locations 4 and 5, respectively, in block server 3.

[0047] Particular embodiments allow for the real time de-
duplication of data. For example, client address 1 is associ-
ated with data for blocks A, F, K, and L and client address 2 is
associated with data for blocks F, K, B, and A. Blocks A, B,
and K are duplicated across client address 1 and client address
2. Although not shown in this example, de-duplication may
also occur within data for a single client address. Instead of
storing two copies of blocks
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[0048] A, B, and K, block server 1 stores one copy each of
data block A and data block B. Also, block server 3 stores one
copy of data block K. Thus, duplicate blocks A, B, and K are
not stored in block servers 112. This may efficiently use data
storage on block servers 112. Using the above scheme, the
blocks for a client address may not be stored in sequential
locations on a storage medium 114. For example, for client
address 1, block A is stored on block server 1 in storage
medium 114a, block F is stored on block server 2 in storage
medium 1145, and blocks K and L are stored on block server
3 in storage medium 114c.

[0049] In one embodiment, storage medium 114 in block
server 112 may be a solid state device, such as non-volatile
memory (e.g., flash memory). The solid state device may be
electrically programmed and erased. The data blocks may be
stored on the solid state device and persist when block server
112 is powered off. Solid state devices allow random access to
data in an efficient manner and include no physical moving
parts. For example, the random access is more efficient using
solid state devices than if a spinning disk is used. Thus, data
stored in data blocks for a client address in a non-contiguous
address space and even different block servers 112 may still
be accessed efficiently.

[0050] In one embodiment, storage medium 114 may
include multiple solid state drives (e.g., flash memory drives).
Each drive may store data for a portion of the block identifi-
ers. Although a solid state device is described, it will be
understood that spinning disks may also be used with particu-
lar embodiments.

[0051] Particular embodiments may perform reading, writ-
ing, and deleting of data. The following will describe each
process separately.

Write Requests

[0052] FIG. 4a depicts a simplified flowchart 400 of a
method for writing data at metadata server 110 according to
one embodiment. At 402, a request for writing data is received
from client 108 for a client address. At 404, metadata server
110 segments the data into blocks. At 406, metadata server
110 may manipulate the data blocks. For example, the data
blocks may be compressed. However, compression may not
be performed.

[0053] At 408, metadata server 110 computes a block iden-
tifier for each data block. In one embodiment, a unique block
identifier is determined for each data block. For example, a
cryptographic hash, such as a secure hash algorithm (SHA)-1,
SHA-256, or message-digest algorithm 5 (MD-5), over the
data block may be used. The hash value (or a variant of a
computed hash value) is then used as the block identifier.
[0054] At 410, metadata server 110 determines one or more
block servers in which to store the data blocks. To determine
which block servers 112 to use, a mapping between the block
identifier and a list of block servers 112 is determined. As
discussed above, different block servers 112 service different
ranges of block identifiers. Different methods may be used to
map between block identifiers and block servers 112, such as
a table that maps each range of block identifiers to one or
more block servers 112, consistent hashing, or a straight hash
of the identifier.

[0055] At 412, block servers 112 are sent a request to store
the data block. For example, different block servers associ-
ated with the different block identifiers are sent different
requests.
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[0056] FIG. 4b depicts a simplified flowchart 450 for pro-
cessing a write request at a block server 112 according to one
embodiment. At 452, block server 112 receives the request to
store a data block. The method will be described with respect
to one block server 112; however, it will be understood that
multiple block servers 112 may receive different write
requests for different block identifiers.

[0057] At 454, block server 112 determines if the block
identifier already exists on the block server. For example, if
the data block identified by the block identifier is already
stored on block server 112, block server 112 may already
have stored a mapping between the block identifier and a
location on a storage medium 114.

[0058] At 456, if the data block is already stored, then the
data block is not stored again.

[0059] Some other data may need to be updated if the data
block has already been stored. For example, an “in use” flag
may be set for use during data deletion, which will be
described later.

[0060] Ifthe datablock does not exist, then at 458, the data
block is stored in a location by block server 112. Block server
112 may also compress the data block if it has not been
compressed already. At 460, a mapping between the block
identifier and the location is stored.

[0061] At 462, block server 112 updates metadata server
110 to indicate the data block was already stored or the data
block was just stored. Also, metadata server 110 may insert a
mapping between the client address and the block 1D upon
receiving the indication.

[0062] Referring to FIG. 3, the write process will be
described. In one example, client 1084 may wish to write data
to client address 1. Data blocks A, F, K, and L are received at
metadata server 110a (or 1105). A hash value for each data
block is determined. Metadata server 110a then determines
which block servers 112 are assigned to service the write
request based on the block identifiers. In this case, data block
A is sent to block server 112a, data block F is sent to block
server 1125, and data blocks K and L are sent to block server
112¢. Once each block server 112 stores the respective block
(s), confirmation is received at metadata server 110a and the
block identifiers are stored with client address 1.

[0063] Client 1085 may then wish to write data to client
address 2. Data blocks F, K, B, and A are received at metadata
server 110a (or 1105). A hash value for each data block is
determined. Metadata server 110a then determines data
blocks A and B are sent to block server 1124, data block F is
sent to block server 1125, and data block K is sent to block
server 112¢. Block server 112a determines that data block A
exists on storage medium 114¢ and thus does not need to be
stored again. However, data block B is not located on storage
medium 114q and is stored. Confirmation that data blocks A
and B have been stored is sent to metadata server 110a. Block
server 1125 determines that data block F has already been
stored and thus does not store data block F again. Confirma-
tion that data block F has been stored is sent to metadata
server 110a. Block server 112¢ determines that data block K
has already been stored and thus does not store data block K
again. Confirmation that data block K has been stored is sent
to metadata server 110a. Once each block server 112 stores
the respective block(s), metadata server 110a stores the block
identifiers with client address 2.

Read Requests

[0064] A read request will now be described. FIG. 5a
depicts a simplified flowchart 500 of a method for processing



US 2011/0219205 Al

a read request at metadata server 110 according to one
embodiment. At 502, a request for reading data at a client
address is received from client 108 at metadata server 110.
The request may reference a client address, but not specific
block servers 112. This is because metadata layer 104 is
abstracting block server layer 106 from client layer 102. In
this case, client 108 may assume that data has been stored
with respect to the client address in a sequential manner in
block server layer 106.

[0065] At 504, metadata server 110 determines block iden-
tifiers for the requested data. For example, metadata server
110 may look up a mapping of the client address to block
identifiers.

[0066] At 506, metadata server 110 determines which
block servers 112 are currently storing the data for each block
identifier. As discussed above, data for different block iden-
tifiers may be stored on different block servers 112 that ser-
vice different ranges of block identifiers. Metadata server 110
determines the different block servers 112 based on the
ranges of block identifiers determined At 508, metadata
server 110 sends a request to each block server 112 that
manages a block identifier.

[0067] FIG. 556 depicts a simplified flowchart 550 of a
method for processing a read request at a block server 112
according to one embodiment. The method is described with
respectto a single block server 112; however, the method may
be applied to all block servers 112 that are sent requests.
[0068] At552, blockserver 112 receives a request fora data
block identifier. At 554, block server 112 locates the
requested data block based on the block identifier. For
example, block server 112 may access a mapping between the
block identifier and the location of the stored block data.
Different methods may be used to access the location, such as
an on-disk hash table or tree, an in-memory hash table or tree,
a sorted list of data blocks, or a database of block identifiers.
[0069] At 556, once the data block is located, block server
112 retrieves the requested data block. If the data block was
compressed by block server 112, it may be decompressed
before being returned to client 108. In one embodiment, block
server 112 may return the data block to client 108 directly, or
the data block may be returned to the metadata server 110 that
requested the data block.

[0070] Referring to FIG. 3, in one example, client 108«
may wish to read data from client address 1. A read request for
client address 1 is received at metadata server 110a (or 1105).
Because of the de-duplication of data, the data blocks A, F, K,
and L may not have been stored on a contiguous address space
for client address 1. Metadata server 110a determines the
block identifiers for the data blocks. The associated block
servers 112 for the block identifiers are then determined. A
read request is then sent to the determined block servers 112.
For example, block server 112a is sent a read request for data
block A, block server 1125 is sent a read request for data block
F, and block server 112¢ is sent a read request for data blocks
K and L. Block servers 112a-c retrieve the data blocks based
on the block identifiers and send the data blocks to metadata
server 110a. Metadata server 110q then sends the data blocks
to client 108a.

Data Deletion

[0071] The deletion of data will now be described. Data
may be deleted from system 100 when a client address in
which the data is stored is overwritten with other data or when
a client address becomes invalid (e.g., a file or object is
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deleted). However, because there is not a 1:1 mapping
between client addresses and stored data blocks (e.g., because
there are multiple client addresses that have the same data
block referenced by the same block identifier), system 100
needs to make sure that data is only deleted when it is no
longer needed. For example, a data block should not be
deleted if it is being referenced by another client address.
[0072] Blockservers 112 do not know which clients 112 are
referencing the data blocks. This is because metadata server
110 is used to abstract the client addresses. Accordingly,
block servers 112 cannot remove an overwritten or deleted
block because block servers 112 do not know if other clients
108 are using this data block. Because metadata server 110
knows which data blocks are in use by client 108, block
servers 112 and metadata servers 110 need to efficiently com-
municate to determine which data blocks are in use and which
are not in use. “In use” means a data block is currently
referenced by a client 108 and “not in use” means a data block
is not referenced by any clients 108.

[0073] Different methods may be used to perform the dele-
tion. One method for tracking which data blocks can be
deleted is referred to as “garbage collection.” Garbage col-
lection is where an algorithm periodically runs to identify
data that is no longer needed and then deletes the no long
needed data.

[0074] One method of garbage collection may be a mark
and sweep method that involves block servers 112 first mark-
ing all of their current block identifiers using a marker that
indicates a block is “not in use”. This may be an indication
that the data block is not being used. Next, each metadata
server 110 sends a list of the block identifiers that are cur-
rently valid (stored at valid client addresses) to block servers
112. Each list may only contain the block identifiers that
correspond to each block server 112. Each block server 112
then marks each data block in the list as “in use”. Once all the
lists have been processed, block server 112 can remove any
data blocks whose block identifiers are still marked as “not in
use” because these data blocks are no longer being referenced
by any client addresses. Any blocks that are written during the
garbage collection process may automatically be marked as
“inuse” so they are notremoved at the end of the process. This
process removes the data blocks; however, it requires large
lists of addresses to be communicated between metadata
servers 110 and block servers 112. This may cause significant
overhead if communication occurs over a LAN or WAN net-
work.

[0075] A second method of garbage collection may be
referred to as a Bloom filter mark and sweep. FIGS. 6a and 65
depict methods for performing a Bloom filter mark and sweep
method according to one embodiment. The methods use a
filter, such as a Bloom filter, to reduce an amount of data that
is communicated between metadata servers 110 and block
servers 112. Although a Bloom filter is discussed, other filters
may be used. A Bloom filter is a type of bit field that may be
used for membership testing. A Bloom filter is a compact
representation of a set of data that can be used to later test for
the presence of individual elements. For example, the ele-
ments A, B, C, and D may be represented in a Bloom filter.
Block server 112 can test whether any of the elements are in
the Bloom filter. However, the Bloom filter may notbe used to
generate the list of elements A, B, C, and D.

[0076] Inexchange for the reduction in size, a small possi-
bility of an error may be introduced. For example, a small
percentage chance exists that an element may appear to be
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present when it is in fact not. This chance of error may be
controlled by selecting a size for the Bloom filter based on a
number of possible elements that can be stored on block
server 112. Additionally, an error may not be fatal because the
result of the error is that an element will just not be deleted
when itis actually “notinuse”. Accordingly, an error in which
a data block is deleted when it is still being referenced by
client 108 does not occur.

[0077] FIG. 6a depicts a simplified flowchart 600 of a
method for computing a Bloom filter at metadata server 110
according to one embodiment. At 602, block servers 112
mark all data block identifiers as “not in use”. At 604, each
metadata server 110 computes a Bloom filter for in-use block
identifiers. A single Bloom filter that includes all metadata on
metadata server 110 for all block servers 112 might be com-
puted. Also, multiple Bloom filters for subsets of metadata on
metadata server 110 for each block server 112 may be com-
puted. The more metadata that is encompassed by the Bloom
filter, the larger the Bloom filter is, which requires more
memory and more network bandwidth to transmit. When
multiple Bloom filters are used, such as one Bloom filter for
each block server 112 or multiple Bloom filters for each block
server 112, Bloom filters may be constructed serially or in
parallel. Constructing Bloom filters in parallel may require
more memory, but reduces the number of times metadata is
read to build the Bloom filters. Similarly, combining Bloom
filters before processing on block server 112 allows for fewer
passes through the list of data blocks on block server 112, but
may require larger Bloom filters and more memory.

[0078] At 606, each metadata server 110 communicates a
Bloom filter containing the valid block identifiers for a spe-
cific block server 112 to that block server 112. For example,
each block server 112 may reference a range of block identi-
fiers. Metadata server 110 may compute a Bloom filter for
datablock identifiers in each range. A Bloom filter is then sent
to each respective block server 112. In another embodiment,
a Bloom filter for the entire range of data block identifiers
may also be computed and sent to each block server 112.
[0079] FIG. 65 depicts a simplified flowchart 650 of a
method for processing a Bloom filter at block server 112
according to one embodiment. Although the method is
described with respect to one block server 112, the method
may be performed by multiple block servers 112. At 652, a
block server 112 checks each block identifier present on the
block server against the received Bloom filter.

[0080] At 654, if the Bloom filter indicates the block iden-
tifier is in use, block server 112 marks the block identifiers as
“in use”. Block server 112 may perform this check individu-
ally for each Bloom filter from each metadata server 110, or
block server 112 can combine the Bloom filters (using a
standard OR method) and perform the check against com-
bined filters at one time.

[0081] At 656, block server 112 removes any data blocks
whose block identifier is still marked “not in use” because
they are no longer referenced by any client address. Any
blocks written during the garbage collection process may
automatically be marked as “in use” so they are not removed
at the end of the process.

[0082] Inone example, Bloom filters for each block server
112 may be constructed in parallel on metadata server 110.
The amount of metadata contained in each filter may be
limited. For example, a fixed Bloom filter size is selected
(e.g., defined by available memory) and created for each
block server 112. Metadata on metadata server 110 is pro-
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cessed and Bloom filters are updated with data block identi-
fiers in the metadata. When each Bloom filter reaches the
optimal threshold of bits set (e.g., 50%), the Bloom filter is
sent to block server 112 and a new Bloom filter is started for
that block server 112. Block servers 112 process each Bloom
filter as the Bloom filter arrives rather than combining Bloom
filters from multiple metadata servers 110.

[0083] The Bloom filter mark and sweep method reduces
network communication bandwidth needed between meta-
data servers 110 and block servers 112. A small percentage
chance that a block may be indicated as “in use” when it is no
longer actually in use may occur, but a block will not be
marked as “not in use” if the data block was actually still in
use. Thus, the integrity of the data storage system is not at
risk.

[0084] Bloom filters are useful because the filter may be
used to represent block identifiers that are referenced by
multiple client addresses once. Thus, even if a block identifier
is associated with multiple client addresses, the block identi-
fier can only be included once in the Bloom filter. This saves
space, but also allows robust testing of whether a data block is
in use. Also, the Bloom filter does not increase in size when
multiple copies of the same block identifier are included,
[0085] Another method of garbage collection may be track-
ing which data blocks can be deleted from the system using a
reference count for each data block stored on block servers
112. Each time a given block identifier is written into a stor-
age medium, a reference count for that data block is incre-
mented (starting at 1 the first time a block identifier is writ-
ten).

[0086] Whenadatablockis overwritten or deleted by client
108, a reference count is decremented until it reaches zero. At
this point, no client addresses reference the block identifier
and a corresponding block data may be deleted.

[0087] This method may operate in real time. For example,
when a block is no longer needed, the data block can be
immediately detected and deleted to free space for other data
blocks. However, if any reference count is incorrectly incre-
mented or decremented, a data block may either be deleted
when it is still being referenced by a client 108 or not be
deleted although it is no longer being referenced.

Redundancy

[0088] Dataredundancy is provided to allow system 100 to
continue operation in the event of a failure. One method is to
have each storage medium 114 used by block servers 112
implement a local redundancy technology, such as redundant
array of independent disks (RAID), to spread data over mul-
tiple storage media 114 to survive the failure of an individual
storage medium. However, in some cases, this method may
not survive the failure of an entire metadata server 112 or
block server 112. The data redundancy is different from de-
duplication in that block servers 112 may store a data block
(or metadata) once on a storage medium 114 in response to a
write from a client 108. The data block may be replicated
using additional writes to other storage media 114 found in
different block servers 112 or different storage media 114 in
the same block server 112.

[0089] In one embodiment, for metadata servers 110, fail-
ures may be handled by replicating the metadata to one or
more additional metadata servers 110. Thus, if one metadata
server 110 fails, the additional copies of metadata may be
used to continue accessing the data. Replication may be per-
formed by client 102 or directly by metadata server 110 in a
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chained or fanned-out fashion. For example, client 102 may
send multiple read/write requests to multiple metadata serv-
ers 110. Also, metadata servers 110 may replicate the write
requests to other metadata servers 110.

[0090] For block servers 112a, replication may also be
performed where each data block is replicated to one or more
additional block servers 112. In this way, a block may always
be read and/or written to even if a specific block server 112 is
unavailable. The mapping from block identifiers to data
blocks may take into account the amount of redundancy
required and map a block identifier to multiple block servers
112 where the data block can be stored and retrieved. Repli-
cation may be performed by a client 108 writing to each block
server 112 to enable the replication. Also, a replication may
be performed from a block server 112 to another block server
112 in a chained or fanned-out fashion.

[0091] The above method of redundancy uses additional
write commands to replicate data. Clients 108, metadata serv-
ers 110, and/or block servers 112 can thus perform the redun-
dancy algorithm without modification of what commands are
used. In other conventional methods, such as RAID, a RAID
controller or specialized RAID software is needed. Also, in
RAID, multiple copies of data are mirrored between storage
devices inside the same system, or a parity system is used to
spread the data between multiple storage devices in the same
system. Particular embodiments store multiple copies on dif-
ferent block servers 112 on different physical machines,
increasing the recoverability in case of entire system failure.
[0092] Another method that can be used to handle block
server failure is the use of an erasure code, such as a Reed-
Solomon code, to spread the data for a single block across
multiple block servers in such a way thatevenifa single block
server 112 is unavailable, the data from other block servers
112 can be used to reconstruct the original data block. For
example, the code may be used to recover the data from a
failed block server 112. This method may require less data
storage space allowing for a configurable amount of redun-
dancy.

Measuring Space Used

[0093] The actual space used by a subset of client data
stored in system 100 may need to be measured. Convention-
ally, determining the space used by a particular client address
(e.g., file, volume, or object) within a storage system is deter-
mined by measuring the amount of space dedicated to a client
address. This is because of the 1:1 mapping between client
address and space. However, in particular embodiments, cli-
ent data is split into data blocks and only unique data blocks
are stored, which may make it difficult to determine how
much actual storage space is consumed by a single piece of
client data or a group of client data. For example, if two
objects have the exact same content, the space required is the
size of one object rather than both.

[0094] Different methods may be used to determine the
actual space used by a subset of client data. A first method to
determine the space being used creates a list of unique blocks
used by the client data that is being measured. In one embodi-
ment, metadata servers 110 are aware of the block identifiers
for each piece of client data. Once the list of data blocks has
been determined, a total size of the data is calculated based on
the size of each block in the list, or by a multiplication if
fixed-size blocks are being used.

[0095] A second method uses a filter, such as a Bloom filter.
In this case, the Bloom filter is used as a size counter. The

Sep. 8§, 2011

Bloom filter is first emptied. The list of block identifiers
contained in the client data that is being measured is then
processed sequentially. For each block identifier, it is deter-
mined if the block identifier is present in a Bloom filter. If the
block identifier is, the process continues to the next block
identifier. If the block identifier is not, the block identifier is
added to the Bloom filter and a size counter is incremented by
the size of the block corresponding to the block identifier (or
afixed value if fixed-size blocks are being used). In the second
method, a large list of block identifiers is not kept. Instead, a
smaller Bloom filter and size counter are used.

[0096] A third method uses a Bloom filter, but not a size
counter. A Bloom filter may start out empty and a list of block
identifiers contained in the client data being measured is
sequentially processed. For each block identifier, the Bloom
filter is checked to see if the block identifier is present. If the
block identifier is, the process proceeds to the next block
identifier. If the block identifier is not, the block identifier is
added to the Bloom filter. At the end of the process, the
number of block identifiers included in the Bloom filter may
be estimated, such as using the following formula: n=log
(z/m)/((k* log ((1-1/m)))), where z corresponds to the number
of zero bits in the Bloom filter, n corresponds to the total
number of bits in the Bloom filter, and k corresponds to the
number of hash functions used when constructing the Bloom
filter. To determine the approximate size of the client data, n
is multiplied by the block size (for fixed-size blocks) or by an
average or estimate of the block size (for variable size
blocks). This method may be executed in parallel or on mul-
tiple metadata servers 110. Each metadata server 110 may
compute its own Bloom filter using the subset of client data it
maintained. Finally, the Bloom filters from all metadata serv-
ers 110 may be combined (using an OR operation), and the
formula used above estimates a total amount of unique data.

Detailed Example of System

[0097] FIG. 7 depicts a more detailed example of system
100 according to one embodiment. In this example, metadata
layer 104 may include a redirector server 702 and multiple
volume servers 704. Each volume server 704 may be associ-
ated with a plurality of slice servers 706.

[0098] In this example, client 108a wants to connect to a
volume (e.g., client address). Client 1084 communicates with
redirector server 702, identifies itself by initiator name, and
also indicates a volume by target name that client 1084 wants
to connect to. Different volume servers 704 may be respon-
sible for different volumes. In this case, redirector server 702
is used to redirect the request to a specific volume server 704.
To client 108, redirector server 702 may represent a single
point of contact. The request from client 108a then is redi-
rected to a specific volume server 704. For example, redirec-
tor server 702 may use a database of volumes to determine
which volume server 704 is a primary volume server for the
requested target name. The request from client 1084 is then
directed to the specific volume server 704 causing client 1084
to connect directly to the specific volume server 704.

[0099] Communications between client 108a and the spe-
cific volume server 704 may then proceed without redirector
server 702.

[0100] Volume server 704 performs functions as described
with respect to metadata server 110. For each volume stored
on volume server 704, a list of block identifiers is stored with
one block identifier for each logical block on the volume.
Each volume may be replicated between one or more volume
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servers 704 and the metadata for each volume may be syn-
chronized between each of the volume servers 704 hosting
that volume. If volume server 704 fails, redirector server 702
may direct client 108 to an alternate volume server 704.
[0101] In one embodiment, the metadata being stored on
volume server 704 may be too large for one volume server
704. Thus, multiple slice servers 706 may be associated with
each volume server 704. The metadata may be divided into
slices and a slice of metadata may be stored on each slice
server 706. When a request for a volume is received at volume
server 704, volume server 704 determines which slice server
706 contains metadata for that volume. Volume server 704
then routes the request to the appropriate slice server 706.
Accordingly, slice server 706 adds an additional layer of
abstraction to volume server 704.

[0102] When client 108 writes blocks of data (e.g., via the
iSCSI protocol), volume server 704 may compress the data
blocks and buffer the written data to local storage. Replication
of the data to other volume servers 704 may also be per-
formed. After a period of time that may vary based on the
space available for buffering on volume server 704, the data
blocks are sent to one or more block servers 112 based on their
block identifier, and metadata in volume server 704 is updated
with the block identifiers. The delay introduced by this buff-
ering reduces the amount of data written to block servers 112.
If a specific client address is overwritten during the delay
period, only the newer data blocks are sent to block servers
112.

[0103] When client 108 reads data blocks, volume server
704 determines if the client address is in a local volume server
buffer. If so, the data may be returned from the local buffer.
This may be faster than accessing block servers 112. If the
data blocks are not stored in the local volume server buffer,
the block identifiers for the requested data blocks are deter-
mined using the metadata. Requests are sent to block servers
112 that correspond to block identifiers to read the data
blocks. As data is returned from block servers 112 to volume
servers 704, the data is sent back to client 108 to satisty the
request.

CONCLUSION

[0104] Particular embodiments provide many advantages.
For example, data is stored in a space-efficient manner includ-
ing de-duplication of data both within a file or object and
between files and objects that may be logically related to each
other. The data de-duplication occurs in real time or near real
time without adding significant latency or overhead. Data
may be spread among a number of block servers 112, each of
which may include multiple storage devices, allowing system
100 to handle storage of extremely large amounts of data. The
data may be stored in any format, such as files, objects,
fixed-size blocks, and variable size blocks.

[0105] When data is deleted from system 100, it may be
removed in an efficient manner. For example, the garbage
collection method may be used. Data may also be compressed
and de-compressed to save space in a manner that is transpar-
ent to client 108. Also, data may be stored in a redundant
fashion such that the loss of any entity in metadata layer 104
or block server layer 106 will not impact the ability to store or
retrieve data from system 100. Further, the actual space used
by a subset of the data, taking into account the effects of
de-duplication, may be efficiently calculated.

[0106] Particular embodiments may use solid state storage
devices. For example, solid state storage devices allow ran-
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dom access or random addressing of data that is as fast or
nearly as fast as sequential access on a spinning disk. Also,
solid state devices allow parallel reads/writes, which are not
possible in spinning disks. The attributes of solid state devices
thus lend themselves to particular embodiments because data
for a client address may be stored in random non-sequential
locations and/or different block servers 106. Because solid
state devices may be randomly accessed very fast, particular
embodiments may provide the de-duplication of data to use
less storage space but provide access efficiency as compared
to spinning disks that store data sequentially and also may
store duplicate data.

[0107] Particular embodiments may be implemented in a
non-transitory computer-readable storage medium foruse by
or in connection with the instruction execution system, appa-
ratus, system, or machine. The computer-readable storage
medium contains instructions for controlling a computer sys-
tem to perform a method described by particular embodi-
ments.

[0108] The instructions, when executed by one or more
computer processors, may be operable to perform that which
is described in particular embodiments.

[0109] Asused inthe description herein and throughout the
claims that follow, “a”, “an”, and “the” includes plural refer-
ences unless the context clearly dictates otherwise. Also, as
used in the description herein and throughout the claims that
follow, the meaning of “in” includes “in” and “on” unless the
context clearly dictates otherwise.

[0110] The above description illustrates various embodi-
ments of the present invention along with examples of how
aspects of the present invention may be implemented. The
above examples and embodiments should not be deemed to
be the only embodiments, and are presented to illustrate the
flexibility and advantages of the present invention as defined
by the following claims. Based on the above disclosure and
the following claims, other arrangements, embodiments,
implementations and equivalents may be employed without
departing from the scope of the invention as defined by the
claims.

What is claimed is:
1. A method for accessing data, the data including one or
more storage units, the method comprising:

receiving an access request for data, the access request
including a client address for the data;

determining, by a metadata server, a mapping between the
client address and one or more storage unit identifiers for
the data, each of the one or more storage unit identifiers
uniquely identifying content of a storage unit, wherein
the metadata server stores mappings on storage unit
identifiers that are referenced by client addresses; and

sending the one or more storage unit identifiers to one or
more block servers, the one or more block servers ser-
vicing the request using the one or more storage unit
identifiers, wherein the one or more block servers store
information on where a storage unit is stored on a block
server for a storage unit identifier,

wherein multiple client addresses associated with a storage
unit with a same storage unit identifier are mapped to a
single storage unit stored in a storage medium for ablock
server.

2. The method of claim 1, wherein the access request is a

write request, the method further comprising:

determining a block server in the one or more block servers

based on a storage unit identifier in the one or more
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storage unit identifiers, wherein different block servers
are associated with different ranges of storage unit iden-
tifiers; and

sending the storage unit identifier and the storage unit to the

block server associated with the storage unit identifier.

3. The method of claim 2, wherein:

the block server determines if the storage unit identifier

already exists on the block server,

the block server does not store the storage unit on the block

server if the storage unit identifier already exists on the
block server, and

the block server stores the storage unit if the storage unit

identifier does not exist on the block server.

4. The method of claim 3, wherein the storage unit is not
stored multiple times on a single storage medium on the block
server.

5. The method of claim 1, wherein the access request is a
read request, the method further comprising:

determining a storage unit identifier in the one or more

storage unit identifiers for a storage unit in the one or
more storage units;
determining a block server in the one or more block servers
that is storing the storage unit based on the storage unit
identifier, wherein different block servers are associated
with different ranges of storage unit identifiers; and

sending the read request with the storage unit identifier to
the determined block server.

6. The method of claim 5, wherein:

the block server identifies a location of the storage unit

using the storage unit identifier, and

the block server retrieves the storage unit from the location

to satisfy the read request.

7. The method of claim 1, further comprising:

computing a Bloom filter for a plurality of storage unit

identifiers on the metadata server; and

sending the Bloom filter to a block server, wherein the

block server is configured to use the Bloom filter to test
whether storage unit identifiers existing on the block
server are present in the Bloom filter,

wherein storage unit identifiers and associated storage

units not present in the Bloom filter are deleted from the
block server.

8. The method of claim 1, wherein:

the data includes a plurality of storage units associated with

the client address, and

the plurality of storage units are stored in a non-contiguous

address space on a plurality of block servers.

9. The method of claim 8, wherein the plurality of block
servers store storage units associated with different ranges of
storage unit identifiers.

10. The method of claim 1, wherein a storage unit identifier
in the one or more storage unit identifiers is computed using
a hash of content for a respective storage unit.

11. The method of claim 1, further comprising redundantly
storing a storage unit in the one or more storage units in
multiple storage media, wherein multiple write requests are
performed to redundantly store the storage unit.

12. The method of claim 1, further comprising redundantly
storing the mapping between the client address and one or
more storage unit identifiers in multiple metadata servers,
wherein multiple write requests are performed to redundantly
store the mapping.

13. The method of claim 1, further comprising determining
an amount of space used for the client address, wherein stor-
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age units for the client address are stored on multiple block
servers and referenced by multiple client addresses.

14. The method of claim 1, wherein the metadata server
comprises a plurality of slice servers, wherein each slice
server manages a range of mappings between client addresses
and storage unit identifiers for the metadata server.

15. The method of claim 1, wherein the storage medium
comprises a solid state storage device.

16. A non-transitory computer-readable storage medium
containing instructions for accessing data, the data including
one or more storage units, the instructions for controlling a
computer system to be operable to:

receive an access request for data, the access request

including a client address for the data;
determine, by a metadata server, a mapping between the
client address and one or more storage unit identifiers for
the data, each of the one or more storage unit identifiers
uniquely identifying content of a storage unit, wherein
the metadata server stores mappings on storage unit
identifiers that are referenced by client addresses; and

send the one or more storage unit identifiers to one or more
block servers, the one or more block servers servicing
the request using the one or more storage unit identifiers,
wherein the one or more block servers store information
on where a storage unit is stored on a block server for a
storage unit identifier,

wherein multiple client addresses associated with a storage

unit with a same storage unit identifier are mapped to a
single storage unit stored in a storage medium for ablock
server.

17. The computer-readable storage medium of claim 16,
wherein the access request is a write request, the instructions
further operable to:

determine a block server in the one or more block servers

based on a storage unit identifier in the one or more
storage unit identifiers, wherein different block servers
are associated with different ranges of storage unit iden-
tifiers; and

send the storage unit identifier and the storage unit to the

block server associated with the storage unit identifier.

18. The computer-readable storage medium of claim 17,
wherein:

the block server determines if the storage unit identifier

already exists on the block server,

the block server does not store the storage unit on the block

server if the storage unit identifier already exists on the
block server, and

the block server stores the storage unit if the storage unit

identifier does not exist on the block server.

19. The computer-readable storage medium of claim 16,
wherein the access request is a read request, the method
further comprising:

determining a storage unit identifier in the one or more

storage unit identifiers for a storage unit in the one or
more storage units;
determining a block server in the one or more block servers
that is storing the storage unit based on the storage unit
identifier, wherein different block servers are associated
with different ranges of storage unit identifiers; and

sending the read request with the storage unit identifier to
the determined block server.
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20. A system comprising:
a metadata server configured to:
store mappings on storage unit identifiers that are refer-
enced by client addresses;
receive an access request for data, the access request
including a client address for the data; and
compute one or more storage unit identifiers for the data,
each of the one or more storage unit identifiers
uniquely identifying content of a storage unit; and
aplurality of block servers wherein block servers are asso-
ciated with different ranges of storage unit identifiers
and store information on where a storage unit is stored
on a block server for a storage unit identifier, wherein
each block server is configured to:
receive a storage unit in the one or more storage units if
a storage unit identifier corresponds to the range of
storage unit identifiers associated with the block
server; and
service the request using the received storage unit iden-
tifier,
wherein multiple client addresses associated with a storage
unit with a same storage unit identifier are mapped to a
single storage unit stored in a storage medium in a block
server.
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21. The system of claim 20, further comprising:

a plurality of metadata servers; and

a redirector server, wherein the access request is received

and redirected to one of the plurality of metadata servers
configured to handle the access request.

22. The system of claim 21, wherein one of the plurality of
metadata servers comprises a plurality of slice servers,
wherein each slice server manages a range of mappings
between client addresses and storage unit identifiers for the
metadata server.

23. The system of claim 20, further comprising a plurality
of clients, wherein multiple client addresses for access
requests from the plurality of clients reference a storage unit
stored in a block server with a same storage unit identifier.

24. The system of claim 20, wherein:

the dataincludes a plurality of storage units associated with

the client address, and

the plurality of storage units are stored in a non-contiguous

address space on a plurality of block servers.

25. The system of claim 24, wherein the plurality of block
servers store storage units associated with different ranges of
storage unit identifiers.
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